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Agenda

* Introduction

* Background and Scope of Survey
* |IT is a Strategic Priority

 Who's Outsourcing & What?

e The Security Threats List

* IT Budgeting
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Webinar Details

* The presentation is being recorded
 Full Survey Report will be provided post-webinar

* Follow along with us on Twitter!
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Setting the Stage:

Background, Scope and Demographics

e 150 senior-level
executives in US and UK

* Firms <500 employees
 Respondents have IT

decision making
responsibility

Respondent Firm Types

26% Alternative Investment Firms (Hedge Funds, PE)
24% Asset/Investment Management

21% Investment Bank

18% Investment Advisor

11% Wealth Management

Respondents Assets Under Management

10% $2 billion or more

21% %1 billion to $1.9 billion

28% 3500 million to $999.99 million
20% $250 million to $499.9 million
20% Under $250 million

EzeCastle

INTEGRATION o=



Technology Investment is a Top Tier Priority For
Small To Mid-sized Investment Firms

Priority of Technology Investment
(Top 2 Box = Top and Very High)

Total % 46% 70%

USA 64%

UK 82%

HTop M Very high Top 2 Box
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Top Business Priorities Driving IT
Investments

Security is the clear #1 priority. However, firms also look for customer,
competitive and efficiency benefits

Increase protection from cybersecurity threats 55%

Improve the investor/client experience 459,

Improve business agility in response to market changes  ga0,

Improve afficiency by updating technology 41%
Address regulatory and compliance requirements 30%
Optimize worker productivity 27%

Improve collaboralion and mobility 27%
Support globalization and business expansion 20% \




Technology Initiatives

Current Planned
Connected Clouds (Public, Private, Hybrid) 64% 26%
Managed cloud services 50% 34%
Customer-experience upgrades 50% 42%
Moving enterprise-wide middle- and back-office applications into the cloud 49% 43%
Modernizing legacy data architecture and infrastructure 45% 45%
Big data tools and visualizations 41% 46%

Disruptive tech {e.q., Al, Blockchain) 31%

RegTech 27% 44%
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In 2019, Cloud is Inevitable

@

Public Cloud

Delivering agility,
scalability and
flexibility to your
business

>

Private Cloud

Public cloud benefits,
with dedicated
infrastructure and
greater control

G2

Hybrid Cloud

Blending on-premise,
private, public or
multi-cloud
environments for a
custom solution

Ultimately You Want ...

A single, secure and seamless solution on any cloud path
your firm selects




Technology Initiatives

Current Planned
Connected Clouds (Public, Private, Hybrid) 64% 26%
Managed cloud services 50% 34%
Customer-experience upgrades 50% 42%
Moving enterprise-wide middle- and back-office applications into the cloud 49% 43%
Modernizing legacy data architecture and infrastructure 45% 45%
Big data tools and visualizations 41% 46%

Disruptive tech {e.q., Al, Blockchain) 31%

RegTech 27% 44%
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Managed Cloud and Outsourced IT Service
Dominate the Sector

Use Managed Cloud and/or Outsourced IT Providers

Nol currantly using,

Yas, curmantly using
but ptanning 1o
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Top 5 Benefits of Using Managed Cloud
and/or Outsourced IT

* Improved data security
* Cost savings

e 24/7/365 support and
network management

* Rapid response time
e Future-proofed tech

e Centralized network and
app management

Security

Cost savings

24/7 network management

Fast response times to network issues

Future-proofed technology

Centralized network services and applications

Availability

Disaster Recovery as a Service (DRAAS)

Access to the latest skills and expertise

Predictable, recurring monthly costs

Interfacing with 3rd party vendors

64%

9]

5%

53%

47%
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45%
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43%

33%

32%

29%
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The US and UK share similar levels of
concern with cyber threats

Concerns with Cybersecurity threats
(Top 2 Box = Extremely and Very Concerned)

Total PAY 47% 73%

USA 73%

UK 74%

B Extremely concerned M Very concerned Top 2 Box
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Data Security Threats are a Major Concern

Data breaches

Malware or

Emerging or
unknown threats

Human error
Compliance regulations
Vulnerabilities in loT
End-point security
vulnerabilities

Ingido throats
{malicious or accidental)

Lack of in-house
cybersecurity talent

Mation-state hackers

Siload cybersacurity
services

Cross-border data
exchanges

59%
72%
52%
62%
46%
I %
41%
N 52
n%
I 1e%
aT% Usa UK

Hierarchy of Cybersecurity

Concerns by Market

(% selected as a

Top & Concermn)

g8: Please rank your top 5 cybersocurity
concams whera“1% s Mghes!. Base: 150
(LIS 100; UK 50)
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Moving Targets: Today’s Threats

Physical
Security Attacks

Data Malware or

Breaches Ransomware

i S

Human Error Social
or Insider Engineering

2%
ah
External

Hacking/DoS
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Investment Firms are Developing Robust
Data Security Programs

65%
62%
61%
55%
50%
49%
48%
47%
47%

43%

40%
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A Layered Approach to Cybersecurity

Perimeter
Security

Network
Security

Application
Security

Endpoint
Security

Data
Security

Next Generation Firewalls (Intrusion
prevention)

Message Proactive Network

Security Management Secure Remote

(Antivirus, Network Patch Access
Malware) Management

Patch Multi-Factor
Management Authentication

Email Security & Targeted Attack
Encryption Endpoint  Protection

Mobile Device ~ Protection Web Filtering + URL
Management Defense

|dentity & Data Data
Access Encryption ~ Governance:
Management File Auditing




A Single Cybersecurity Partner, or Multiple?

Preferred Cybersecurity Partner

96%

Single, comprehensive
cybarsecurity solution pariner

Multiple cybersecurity
solution parners

What are Firms
Outsourcing?

* Security Monitoring

* Security testing

* Vulnerability
assessments

* Pen testing
* Threat Intelligence

* Security Training
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IT Operations Budget in 2019

Average % of Total Operating
Budget Dedicated to IT OPS

Auaraga' 142 operating budget do you expect will
- &
be dedicated fo Information Technolo

33?”5 Basa: 150 (U5 100 UK 50)
31%

17%

1% 3%

Less than 5% A% 1o < 10% 10% 1o < 15% 15% o < 20% A% 0 < 25% 20% o more Mot sure
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Data Security: the Highest Budgetary
Priority in IT Ops

Average: 13%

27% 27%

22% Average % of IT Operations Budget
Dedicated to Cybersecurity

qi4: What percentage of your fim's overall
1 53"’@ IT budget do you axpect will be dedicated
to cybersecurty in the next 12 months?

Basa: 145 (LS 06; UK 49)

8%

0% 1%

Less than 5% 5% to < 10% 10% to < 15% 15% to < 20% 20% to = 25% 25% or more Mot sure
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Final Thoughts

e Data security is still an area of great concern, and firms are
demonstrating that in their budgets and overall priorities

* Cloud adoption and outsourcing continue to rise

* Most firms outsource some IT function, and those that
don’t, plan to
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Thank You

Mary Beth Hamilton
VP, Marketing
Eze Castle Integration

Bob Shaw

Director, Technical Architects
Eze Castle Integration

@EzeCastleECI
#ITSurvey2019
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Mitigate Data Disasters with Azure (Infographic)
Rtgats Duts Unisrters with Anure (rtographe)

Cloud Security Defined:
The Required Safeguards
for 2019 inar Replay

Asrmta

‘Best of Cybersecurity’ Articles: 2018 Recap

Exe Cuutie Intagraton

Business Continuif
Prepare for Winter Weather

Anatomy of an Intrusion
Shows Importance of
Incident Response Planning

My Heath Humiton

2019 New Year'sIT

! 7' Resolutions for Investment

&»

Happy Holidays from all of
us ageFE Castle Integration!
lpreton.

www.eci.com/blog



