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Introduction 

Daimon Geopfert  
 McGladrey National Leader, Security and Privacy 

Consulting 
 Located in Detroit, MI 
 I like standardized tests 

- GCIH, GREM, CEH, CISSP, CISA, CISM 
 I am not an auditor, but I play one on your network 

- Penetration testing 
- Vulnerability assessment 
- Security monitoring 
- Incident response 
- Forensics and investigations 

 Former DoD, AFOSI-CCI, AIA 
 All business, all the time 
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Security Statistics 



Security statistics 

 Breaches detected in first 24 hours: 1%-2% 
 Breaches with data loss in first 24 hours: 60%-68% 
 Breaches detected by an external 3rd party: 71%-92% 
 Breaches undetected for two years or more: >14% 
 Average days discovery: 87-210 
 Average total cost per breach: $5,407,820 
 Average insurance payouts: $954,253 - $3.5 million 
  

Compiled from: 
- Trustwave Global Security Reports 
- Verizon Data Breach Investigations Reports 
- Symantec Internet Security Threat Reports 
- Cisco Annual Security Reports  
- McGladrey internal studies 
- Multiple other sources 
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Security statistics 

 To boil that down to plain English: 
- Clients are often incapable of knowing they’ve been breached in 

a reasonable timeline 
- The speed of the attackers versus the speed of the defense is 

highly in favor of the attackers 
- Most clients find out they’ve been breached from someone else 

which often leaves them blind about what to do 
- Breaches often run for extensive amounts of time 
- Client incident response plans are often built on the assumption 

that they’ll detect the issue quickly, have significant knowledge 
of the issue, and can respond immediately 

- Breaches are expensive and getting more so, but insurance is 
becoming more restrictive and becoming more so (i.e., the 
worst of both worlds) 
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Security statistics 

What are the methods? 
 

2014 Verizon Data Breach Report 
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Threat Overview 



Security threat – social engineering 

 Fancy name for traditional “con games” 
- Attacking an environment via manipulating people 
- Focused on user habits, mannerisms, human nature, 

entrenched organizational procedures and activities 
 Hacking by the KISS principle  

- Keep it simple, stupid 
 Why go through all of the effort to bypass firewalls, anti-virus, 

monitoring solutions, etc.? 
 Why not just have the target do all the work for you? 

 
 
 
 
 

8 

Presenter
Presentation Notes
What to teach:
<Replace this text with a numbered list of steps for the instructors to follow when teaching from this slide. Instructions should be more than “Discuss this slide.” Instructors need guidance on aspects like: How much depth should I go into? What kind of supporting examples should I talk about? Which points should I emphasize? What questions should I pose to learners? That said, be succinct—leaders will be referring to this column while teaching. For example, if you want instructors to define a technical term, write “Define <technical term>.” Include the complete definition in the background notes, below.>

Background:
<Replace this text with any technical notes or extended explanations to the instructor.>

Participant guide:
<Replace this text with notes to be included in the participant guide. The advantage of providing notes in the participant guide are at least three-fold. (1) It frees learners from having to take furious notes; they can instead concentrate on jotting down considerations specific to their clients. (2) It limits the potential for learners making mistakes in their notes. (3) It frees developers from the temptation to overburden slides with too many words—the details can be embedded in the participant guide. If you just want the technical background from above to be the participant guide notes, replace this text with “Use background notes.” If you don’t want participants to have notes with this slide, replace this text with “Blank.”>



Security threat – social engineering 

 Example KISS attack: credential harvesting 
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Security threat – social engineering 

 Example KISS attack: credential harvesting 
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Security threat – client-side attacks 

 What is a client-side attack? 
- Flip the attack model on its head 
- Traditional attacks are “server-side” 
- The attacker goes after a service being “served” by the 

target 
- In plain English, the attacker is going to the target system 

and directly attacking some resource 

Mr. Hacker 

Ports: 

80 

139 

445 

Etc. 
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Security threat – client-side attacks 

 A client-side attack means the attacker takes the role of the server 
and the victim is acting as the client 
- The attacker offers something to the target 
- In plain English, the attacker needs the target system to come to 

them or accept something from them 
- Can be as simple as viewing a web page but can also involve 

local files such as documents 

 

Mr. Hacker 

Ports: 

80 

139 

445 

Etc. 

Mr. Target 

Malicious Response 

Control 

Request 

Email 
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Security threat – client-side attacks 

 Client-side attacks are effective because many 
organizations struggle patching non-OS software 

 Web browsers, Java, Adobe, QuickTime, etc. 
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Security threat – custom malware 

 Common controls  
- Is anti-virus deployed? 
- Is it on users systems, servers, mail, etc.? 
- Are the signatures updated regularly?  
- Are scans run regularly? 

 Reality 
- Attackers purchase the same subscriptions and appliances as 

everyone else in order to perform QA of their malware 
products. 

- AV, being signature based, is limited to what it knows. 
- What happens if attackers make AV look different? 
- Many organizations are dealing with malware outbreaks of 

varying scales, on a monthly basis. 
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Hacker Economics 



Hacker economics 

 Understand how they make money and you’ll understand 
the attackers 

 Targeted versus target of opportunity 
 Anything that can be monetized 

- CC 
- PII  
- Bank accounts 
- Intellectual property 
- Bandwidth and systems 
- Medical data/PHI 

 Bounties and auctions 
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Hacker economics 
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Hacker economics 

510USD * .5032BTC = $256.63 

256.63USD / 50= $5.13 
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Threats to private equity 

 What happens if you own or acquire a company not 
knowing that is has suffered a data breach and will be 
facing fines, litigation, and increased oversight? 

 What happens if a potential target has been making itself 
more attractive by deferring maintenance and upgrade 
costs? 

 What happens if a target with a large footprint of 
sensitive data is not overly accurate in documenting 
where that data is, who has access to it, and how it is 
protected? 
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Threats to private equity 

 Competitive intelligence 
- Very pretty name for very ugly business methods. 
- How much do you think a $12 billion hedge fund 

would pay to have a peek at your acquisition plans if 
you’re going to take a public company private?  The 
quarterly financials for a publicly traded company the 
day before they hit the street?  

 What happens if you divest a company and sign 
assurances that it is secure and compliant? (and it isn’t…) 

 What happens if you own or acquire a company not 
knowing its key intellectual property has been 
compromised? 
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Threats to private equity 

• Intellectual property showing up on the streets of Shanghai before it 
shows up in U.S. markets. 

• Private equity and angel investors often blind to this new risk and how 
it impacts their investments. 

• Because of the focus on the bottom line, expenses related to data 
protection are of then the first sacrifice. 

• Studies show good protection can save ~$1 million per year, high-end 
protection can save ~$2 million per year. 
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Threats to private equity 

 SEC OCIE cyber security 
 “Take-home test” for any financial institution or regulated firm preparing for 

OCIE examination or conducting internal audit. 
 Well, doesn’t that sound benign. 

- Take-home test. Information gathering. Partnership opportunities. 
 However ,many elements of the risk alert mirror elements of not-so-benign 

regulatory obligations. 
- Section 30 of Regulation S-P: Privacy of Consumer Financial Information 

and Safeguarding Personal Information (17 CFR §248.30) 
- Securities Exchange Act Rule 15c3-5: Risk Management Controls 
- Identity Theft Red Flag Rules 
- Suspicious activity reporting requirements 
- Requirement relating to reasonable policies and procedures 
- State and federal data breach laws 

 What if a weakness is exposed by the cyber security review? 
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Threats to private equity 

 How many of your members sit on the board of a portfolio 
company? 

 How many of you have been following the Target D&O 
lawsuits?   
- Individual directors and officers named in shareholder 

lawsuits 
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Recommendations 



Recommendations – Acquisition and 
management process 
 What is it about the target that makes it of value to you? 
 Is it something that can be stolen or copied? Broken? 
 How would you know if it has been before you buy that target? 
 How would you know if it has happened since you bought it? 
 How are you monitoring this risk? 

- Are your targets or portfolio companies doing this on their own?  
- What evidence or metrics are provided to you?  
- Do you have some centralized process for keeping an eye on it? 

 Is the target in an industry that is facing potential new regulatory 
oversight? 

 What if the target isn’t but its primary partners, customers, etc. are? 
- E.g., many retailers and financial clients are now forced to do 

extensive risk assessments on their vendors and partners 
- Are you prepared to deal with the cost of these?  
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Recommendations – Acquisition and 
management process 
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Recommendations – Security posture 

 Develop consistent, common security policies for use in portfolio 
companies 

 AND/OR Require portfolio companies to map against a common 
standard such as ISO 27002, NIST sp800-53, etc. 

 These help track if your program is complete 
- Less likely to get breached, more likely to notice they are 

breached, and respond effectively 
 Litigation and insurance 

- Makes it hard to get sued or turned down for insurance claim 
- Air gaps = “auto fail” for lawsuits, fines, insurance 

 Focus on long-term management 
- Metrics: You can’t manage what you can’t measure 
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Recommendations – Monitoring 

 How do you know portfolio companies are keeping up 
with security after initial reviews? 

 Are they capable of know if they have been breached? 
 Slow speed of detection compounds all other costs 
 If you can detect an attacker early enough in the breach 

you can remove them before damage is done 
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Recommendations – Incident response plan 

 This is more than having a plan, it is having the supporting 
components to make it work. 

 The costs of consultants skyrockets when we have to work in an 
environment that was not ready to do IR. 
- No logs, wrong architecture for emergency monitoring, failed 

initial response damaging evidence, no baseline to identify 
anomalies, lack of asset and configuration management, lack of 
data awareness. 

- Where is your stuff? Don’t know. Who has access to it? 
Everyone. 

 Recognize when you are in over your head. 
- The urge to try to manage it yourself is overwhelming. 
- Appearance of delaying can cost you later in lawsuits and fines. 
- “Please stop playing in my crime scene…” 
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Recommendations – Third parties 

 Portfolio companies and targets are moving large portions of 
their environment, processes, and data to third parties. 

 How much control do they have over these third parties? 
 What type of data do they maintain? 
 What is in the contracts regarding data protection? 

- How is it validated? 
 What is in the contracts regarding response and investigation? 

- If you take anything away from this point, this is it. 
 Do you think the public will delineate between you being 

breached and your vendor being breached? 
 You can outsource functionality but not responsibility. 
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Recommendations – Insurance  

 Policies can cover hazards which can cause security and privacy 
losses: 
- Virus and malicious code 
- Denial of service attacks 
- Hacker attacks and unauthorized access 
- Malicious hardware 
- Physical theft of device and media 
- Accidental release 
- Rouge employees 
- Social engineering 

 Be aware of the changing nature of this insurance 
- Risk assessments used to set your premiums 
- Assessments after you file a claim to determine percentage of fault 
- Organization members facing individual lawsuits 
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Summary 



Summary 

 Don’t panic 
 Plan to fail, but plan to fail gracefully 

- Ability to know when a control has failed 
- Ability to recover quickly and with minimal damage 
- Ability to handle administrative requirements of response 
- Consolidated, robust controls in a defense-in-depth manner are effective 

 Just because the attacker got into the network doesn’t mean they 
have won; the party just started 

 Do not become a “hacker snack” 
- Hard and crunchy on the outside, soft and gooey in the middle 
- Every hoop you force the attacker to jump through is a chance for you to detect 

them… if you are watching 

 You don’t need to outrun the bear… 
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Questions? 
daimon.geopfert@mcgladrey.com 
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